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Abstract

he commission of cyberattacks by terrorists, in addition to its grow-
T ing impact on the economic, social, political, and security dimen-
sions, poses the risk of violating the security of critical infrastructures
as strategic international targets. Therefore, the International Crim-
inal Court (ICC) should expand its jurisdiction to address such crimes, thereby
enabling a response to transnational threats affecting global security. To this end,
reforms in the ICC Statute and the criminalization of cyberterrorism, particular-
ly through the development of clear criteria for identifying, prosecuting, and
punishing perpetrators of these crimes, as well as strengthening international
cooperation in cybersecurity, are essential. In this context, this study, using a
descriptive-analytical approach, aims to answer the question: I it feasible to
design a model for expanding the jurisdiction of the ICC to address cyberterror-
ism against critical infrastructures? Accordingly, the research first examines the
feasibility of expanding the ICC's jurisdiction in this area and its impact on inter-
national security, and then assesses the necessity of reforms in the ICC Statute for
the criminalization of cyberterrorism and the design of a necessary legal model
for identifying, prosecuting, and punishing the perpetrators of such crimes, in
line with enhancing global security and facilitating international cooperation.
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Extended Abstract

Introduction

In the age of modern technologies, the increasing dependence of critical infrastruc-
tures on these technologies has exposed them to cyber threats, particularly terrorist at-
tacks. Such attacks can have dangerous and crisis-inducing consequences for human
societies. This study analyzes the International Criminal Court's (ICC) capabilities in
addressing cyber-attacks and cyber-terrorism, as well as the legal and structural bar-
riers that exist in this context. The primary focus of the research is on the necessity
of expanding the ICC's jurisdiction to address cyber-attacks, especially those targeting
critical infrastructures.

The main objective of this research is to identify the challenges and obstacles in devel-
oping the jurisdiction of the ICC to combat cyber-terrorism. The secondary objective is
to evaluate the impact of expanding this jurisdiction on strengthening international co-
operation and cybersecurity. In this context, the research seeks to answer the following
questions: "What method exists for including cyber-terrorism in the ICC Statute?" and
"How can the expansion of the Court’s jurisdiction improve international cooperation in
combating cyber-terrorism?" Moreover, the study uses a descriptive-analytical method
and documentary research to examine the legal aspects and the need for international
reforms to address cyber threats. Its findings will be useful for policymakers and inter-
national law researchers.

Methodology

This research examines the legal aspects of cyber-terrorism and the role of the Inter-
national Criminal Court in addressing this global threat. Using a descriptive-analytical
approach, the study analyzes legal documents, international treaties, and the necessity
for reforms in the ICC Statute, as well as comparing different legal systems to identify
and analyze the gaps and challenges in the Court's jurisdiction. The research elaborates
on fundamental concepts such as cyber-terrorism, the security of critical infrastructures,
and the ICC’s jurisdiction, emphasizing the need for legal reforms to effectively address
cyber threats. The sources used include international treaties, academic papers, and re-
ports from reputable institutions that contribute to identifying the challenges and legal
gaps in this area.

Findings

This research focuses on cyber threats against critical infrastructures and analyzes
field data related to them. The data were sourced from reputable international materials,
including the Budapest Convention (2001), the United Nations Convention on Cyber-
crime (2024), and the ICC Policy Document (2025). Additionally, reports from the Unit-
ed Nations and analyses by cybersecurity experts were used as supplementary sources.
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One of the key findings of this study is the increasing frequency of cyber-attacks on crit-
ical infrastructures such as electricity facilities, transportation networks, and healthcare
services, which can lead to widespread economic and social crises. Cyber-terrorism,
utilizing digital technologies for planning and financing attacks, has become a global
threat.

Thus, the findings of the study indicate that cyber-terrorism has not yet been defined
as an independent crime in international documents, which complicates efforts to ad-
dress it. Technical issues and the anonymity of perpetrators make identifying and pros-
ecuting them more difficult. The research emphasizes the need for legal reforms in this
area, particularly in the ICC Statute.

Conclusion

Given the growing prevalence of cyber-attacks and their consequences, it is essential
to reconsider the legal and judicial capacities of institutions like the International Crim-
inal Court to effectively address this threat. This research examines the need to expand
the Court’s jurisdiction regarding cyber-terrorism and analyzes the limitations of the
current legal frameworks.

Cyber-terrorism impacts not only technical and legal aspects, but also global security
and international peace directly. The research results show that the ICC is not suffi-
ciently effective in dealing with such crimes and requires fundamental reforms in its
regulations and enhanced international cooperation to effectively address these threats.
The study stresses the need for a comprehensive and coordinated approach to combat
cyber threats.
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