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Abstract

ith advances of technology and emergence of new situations in the
W digital era, victimization of children has obtained complex and mod-
ern forms. The present study has been conducted in order to analyze
effective factors and causes of on this type of victimization of juve-
niles. The central issue of the research is to identify various factors that facilitate
or accelerate the process of child victimization in this complex environment. This
research is descriptive-analytical in terms of methodology. The dominant ap-
proach in this research is meta-analysis of pre-existing data. Data collection was
carried out through a systematic review of documents and a library method. For
this purpose, a variety of information sources were used, including written and
digital resources, scientific research articles, academic theses, domestic and in-
ternational reports, as well as reputable scientific databases. The findings of the
study show that cyber sexual victimization of children is the result of a complex
interaction of several key factors: internal factors, including individual charac-
teristics such as age, gender, and virtual lifestyle, and psychological factors such
as sexual curiosity and thrill seeking; and external factors, including communi-
ty-based factors such as the socio-economic level of the family, the cultural gap
in media and sexual literacy education and training, and development-based
factors such as the socialization of the child by the family. The present study has
provided a context to design multi-dimension preventive measures and effective
supporting policies by presenting a comprehensive analysis of multi-level factors
affecting this phenomenon.

Cite this article: Mahdavi, M.; Ghaderi, A. (2025). Detailed Abstract: Multi-Level
Analysis of Factors in Cyber sexual Victimization of Children and Adolescents. Criminal
Law Doctrines, 22(30). 369-405 . https://doi.org/10.30513/c1d.2026.8000.2238

© The Author(s). Publisher: Razavi University of Islamic Sciences.



mailto:mahmahdavi46%40ut.ac.ir?subject=
mailto:mahmahdavi46%40ut.ac.ir?subject=
https://orcid.org/0009-0000-5622-6998
https://orcid.org/0000-0002-7159-3662
https://doi.org/10.30513/cld.2026.8000.2238

6B Lopde 5 (s9ag0 g0e / yol (sliad 13 (lgzgi § OB iz S Jalge (el diz Julows

Extended Abstract

Introduction

The rapid acceleration of digital transformation has turned cyberspace into a field for
the convergence of traditional criminal patterns and emerging crimes. Researchers in the
field of criminology have classified crimes committed in cyberspace into two distinct
types: "digitally environment-related" and "pure cybercrimes." Juveniles, as vulnera-
ble developing populations in the contemporary digital environment, are exposed to a
triple-layered augmented acquired vulnerability (physical-emotional-identity) due to
cognitive limitations in risk assessment and early contact with harmful content. This ex-
posure demands normative social system responses in the form of enhanced protective
frameworks. What factors lead to or facilitate the process of cyber sexual victimization
of juveniles? This question constitutes the main inquiry of the present research.

Method

This research is descriptive-analytical in nature, and the predominant approach in this
study is meta-analysis of pre-existing data. Data collection was conducted through sys-
tematic document review and library-based methods. To this end, diverse information
sources were utilized, including written and digital resources, peer-reviewed scientific
articles, academic theses, domestic and international reports, and reputable scientific
databases. This research is based on a multi-layered and multi-level analysis that en-
ables comprehensive examination of factors influencing victimization. This approach,
by integrating data from previous studies, provides multi-dimensional analysis.

Findings

The research findings indicate that cyber sexual victimization of children is the result
of the complex interaction of several key factors that can be analyzed in three main
sections. The first section addresses individual-psychological causes of victimization,
where demographic characteristics including age and gender have been identified as key
variables. Juveniles are the predominant actors in cyberspace, considered pioneers of this
digital ecosystem thanks to their technological knowledge superiority and family struc-
ture transformations. However, inherent distinctions arising from developmental stages
(including physical weakness, cognitive limitations, personality immaturity, and lack of
experience) intensify their inherent vulnerability to cybercrimes. Furthermore, women
and girls, due to gender factors, have greater vulnerability to cybercrimes, especially
sexual crimes. Regarding psychological characteristics, curiosity and advent-seeking
as developmental traits begin in early childhood and peak in adolescence. Empirical
research has proven that curiosity about sexual unknowns is the core component of
sexual victimization in these developmental periods. Additionally, emotional sensitiv-
ity as a key psychological trait in adolescence which by creating impulsive behaviors

PVeo



PV

/4

1o §)louts AFeF ylians) 5 5l YV 890 /" ,/},.I

and risky decision-making, intensifies vulnerability to cyber threats. Adolescents with
emotional sensitivity in cyberspace are systematically exposed to abuse, exploitation,
and psychological harm. This vulnerability can be explained through two causal path-
ways: first, intra-individual characteristics including deficits in emotional regulation
skills and behavioral inhibition; second, cyber seduction techniques that, leveraging
this psychological readiness, facilitate exploitation. In the behavioral patterns section,
research shows that victimization is the direct result of lifestyle and risky individual be-
haviors. The greater the interaction with unsafe environments and criminal individuals,
the more the probability of victimization increases. Key findings in this regard indicate
that approximately 70 percent of victimized users used their personal photos as profile
pictures on social networks. Approximately 20 percent used images that were attractive
to criminals. Approximately 90 percent had membership in unethical interaction-orient-
ed social networks. Users who spend more than 3 hours daily on social networks face
2.7 times increase in the probability of victimization against online harassment. This
increased rate is also observed for users under 18 who spend more than 3 hours daily
on social networks.

The second section of the findings addresses environmental-social causes of victim-
ization. Regarding the type of child socialization by family, sexual education is consid-
ered an educational, continuous, and dynamic process that through transferring neces-
sary knowledge and insight in this domain, aids the growth of beliefs and existential
values of individuals. The United Nations Educational, Scientific and Cultural Organi-
zation (UNESCO) explicitly states: sexual education, as an educational process, is orga-
nized in the direction of nurturing correct sexual attitudes and skills. Sexual education
in Iran, due to the traditional social fabric, has always faced conceptual, theoretical,
and practical challenges. Obstacles in this domain include: resistance from the family
institution and traditional beliefs that consider sexual education an abnormal matter; at
the micro-level, parents' psychological resistance and weak intergenerational commu-
nication skills that limit the space for constructive dialogue; and at the middle level, the
educational system faces shortage of specialized personnel, weak standard educational
resources, and lack of a systematic strategic document. Regarding social position and
class, what is meant by the term social position in this analytical context is not that clas-
sical concept commonly used in sociological discourses, but rather a multi-dimensional
structure of demographic and identity distinctions related to systematic marginalization.
Research findings show that Black people are targeted by cyber sexual harassment twice
as much as White people. Immigrant and non-native children face double victimization
rate compared to native children. Sexual minorities are exposed to virtual sexual ha-
rassment at a rate of 41 percent higher. Sexual victimization rates among sexual minori-
ties are three times higher than other groups. In the economic level and status section,
multi-faceted studies have consistently confirmed the structural relationship between
residing in economically low-tier ecosystems and the progressive prevalence of the
crime-victimization phenomenon. Structured poverty and livelihood necessities act as
key facilitating factors in the formation of digital transactional interaction phenomena.
Children from impoverished families face three times the probability of sexual exposure
in cyberspace more than the privileged groups. Economic deprivation, by creating the
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discourse of "coerced sexual profit-oriented activity," directs individuals lacking mate-
rial capital toward informal platforms. In these spaces, the body becomes transformed
into a unit of commodity exchange.

Conclusion

The findings of this research clearly and decisively indicate that victimization in this
realm is the result of a complex interaction of intra-individual, psycho-developmental,
and social-structural factors, and reducing it to a single cause would lead to error in anal-
ysis and management. Intra variables such as young age, vulnerable gender, and risky
online lifestyle provide a suitable ground for victimization occurrence. There is a sig-
nificant correlation between psychological characteristics of adolescence including pure
curiosity and blind thrill-seeking with increased cyber vulnerability. Developmental fac-
tors, especially the quality of intra-family relationships and child socialization methods,
play a determining role. Social factors such as marginal socio-economic status, migra-
tion status, and ethnic-national ties, play an undeniable role in completing the causality
chain of victimization. Suggested strategies in this regard include: drafting and enacting
a "Comprehensive Law for Protection of Juveniles in Cyberspace" with clear criminal-
ization of various forms of cyber sexual victimization; establishing specialized branches
in prosecution offices and courts with trained judges in cyber matters and psychology
of children; institutionalizing education of "secure digital literacy" and "health-oriented
sexual education” in school curricula from elementary level; implementing mandatory
"digital age parenting" workshops for parents and creative media campaigns; creating
confidential support networks and "comprehensive centers for supporting cyber-victim-
ized children"; encouraging production of "child SIM cards and internet" with smart
supervision capabilities; and establishing maximum coordination between all relevant
institutions under the leadership of a "National Command Center."
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